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ABSTRACT

Penetration testing—the practice of simulating cyberattacks to iden-
tify vulnerabilities—is a complex sequential decision-making task
that is inherently partially observable and features large, grow-
ing action spaces. Training reinforcement learning (RL) agents for
this domain faces a fundamental bottleneck: existing simulators
are too slow to train on realistic network scenarios at scale, re-
sulting in policies that fail to generalize. We present NASimJax, a
complete JAX-based reimplementation of the Network Attack Sim-
ulator (NASim), achieving training speeds of up to 1.6M steps/s—a
100x improvement over the original. By running the entire training
pipeline on hardware accelerators, NASimJax enables experimen-
tation on larger networks under fixed compute budgets that were
previously infeasible. We formulate automated penetration test-
ing as a Contextual POMDP and introduce a redesigned network
generation pipeline that produces structurally diverse, realistic,
and guaranteed-solvable scenarios, providing a principled basis for
studying zero-shot policy generalization. To address the challenge
of rapidly growing action spaces, we propose a two-stage action
selection (2SAS) variant of PPO that decomposes decisions into
host selection followed by per-host action selection, and show that
it outperforms flat action masking as network size increases. We
further evaluate Domain Randomization and Prioritized Level Re-
play for zero-shot transfer across network topologies of varying
density, revealing that training context has a significant impact on
out-of-distribution performance. NASimJax thus provides a fast,
flexible, and realistic platform for advancing research on RL-based
penetration testing.
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1 INTRODUCTION

Cybersecurity has become one of the most critical domains in mod-
ern society, underpinning healthcare, banking, and energy infras-
tructure. Among the tools used to proactively defend these systems
is penetration testing — the authorised practice of simulating at-
tacks to identify vulnerabilities and misconfigurations in IT net-
works [24]. While effective, penetration testing is laborious and
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expensive, requiring seasoned security experts to reason over long
decision horizons, weigh competing attack vectors, and adapt to
the specifics of each target network. Automating this process via
reinforcement learning (RL) has only recently gained traction [20],
motivated by the success of RL in other complex sequential decision-
making domains such as games [23, 37? , 38] and robotics [26].
The penetration testing problem maps naturally onto a Partially
Observable Markov Decision Process (POMDP) [29, 30]: an agent
cannot directly observe the full network topology or its vulnerabil-
ities, and must actively acquire information before acting. Beyond
this inherent partial observability, training effective RL policies
for penetration testing faces challenges common to real-world RL
applications [6] — most notably the sim-to-real gap and general-
ization to unseen scenarios [20]. Real-world penetration testing
involves long decision horizons, sparse and delayed rewards, combi-
natorial action spaces, and strong dependence on network-specific
structure. Policies that overfit to narrow training scenarios will
fail to generalize, and closing this gap requires simulators that ex-
pose agents to structural diversity and decision-relevant complexity
rather than merely increasing surface-level realism. Existing pene-
tration testing simulators [7, 31, 34] fall short on two fronts. First,
they are primarily fixed to single or narrowly parameterized scenar-
ios, providing insufficient diversity to train generalizable policies.
Second, they rely on CPU-bound Python implementations, which
creates a fundamental throughput bottleneck: RL requires millions
of environment interactions due to sample inefficiency, yet these
simulators cannot generate experience fast enough to fully utilize
modern accelerators. This bottleneck is especially costly in penetra-
tion testing, where RL algorithms are not yet well understood and
thorough hyperparameter searches — crucial for reliable results in
any new domain, given the known sensitivity of RL to hyperparam-
eter choices — are simply intractable at the speeds current tools
offer. To address these challenges, we present NASimJAX, a full
JAX-based reimplementation and extension of the Python-native
Network Attack Simulator (NASim) [31]. NASimJAX preserves the
core task abstraction of NASim — modelling penetration testing as a
partially observable sequential decision process — but substantially
reworks the environment design to support distributional train-
ing, curriculum learning, and context-dependent generalization.
By running the entire training pipeline on hardware accelerators,
NASimJAX enables vectorized training across thousands of parallel
environment instances, eliminating the CPU-GPU communication
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Figure 1: Training speed comparison between NASim with
10M steps of training budget against NASimJAX with 1M,
10M and 100M steps. Number of environment workers are
doubled every time. Results show the impact of JAX’s JIT-
compilation on total runtime. Details of the speed test are
available in Section 6.1. The full results are in Appendix A.

bottleneck and achieving up to 100X speed-up over the original.
This throughput unlocks experimentation on larger and more com-
plex networks under fixed compute budgets, and makes systematic
hyperparameter search feasible on a single entry-level GPU.

Beyond computational improvements, NASimJAX introduces
several conceptual advances. We formulate automated penetration
testing as a Contextual POMDP (8], where each episode is condi-
tioned on a context describing the underlying network instance.
This provides a principled framework for training policies across
a distribution of environments and directly facilitates zero-shot
policy generalization [16] to previously unseen networks. Realizing
this formulation required a fundamental redesign of the network
generation process: NASimJAX introduces a new generation func-
tion that produces structurally diverse, realistic, and guaranteed-
solvable scenarios, enabling fine-grained control over topology
and vulnerability density. Building on this setup, we experimen-
tally evaluate Domain Randomization (DR) [36] and Prioritized
Level Replay (PLR) [14] for zero-shot policy transfer across net-
work topologies, and show that training context has a significant
impact on out-of-distribution generalization.

2 PRELIMINARIES

2.1 Contextual Reinforcement Learning Setting

We formalize our setting as a contextual reinforcement learning
problem. We begin with the standard MDP definition and progres-
sively extend it to partially observable and contextual settings.

Markov Decision Process. An MDP [28] is a tuple (S, A, P, R, po, y)
where S is the state space, A is the action space, P (s’|s, a), is the
transition probability distribution over next states, conditioned on
the current state and action; R : SX A XS — R, areward function;
po € A(S), the initial state distribution, from which an initial state
can be sampled: sy ~ po; and y € [0, 1] a discount factor, hat deter-
mines the relative weighting of future rewards. The objective is to
learn a policy 7 (als), a probability distribution over actions condi-
tioned on the current state, that maximizes the expected cumulative
discounted reward E; [Go] where G; = ¥ Y¥resk is called the
return. r; is a random variable that represents the reward obtained
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at time step t. In finite-horizon tasks the sum is clipped to T, the
maximum number of allowed steps.

Partially Observable Markov Decision Process. A POMDP [33]
extends the MDP framework to a tuple (S, A, P, R, Q, O, po,y),
where Q represents the observation space and O(o|s’, a) defines
the observation function. The agent does not directly observe the
underlying state. Only parts of it can be observed at a given time
through O. The optimal policy now depends on the history of
observations or belief state b, € A(S).

Contextual Markov Decision Process. Following [9] and the for-
mulation adopted in [16], a Contextual Markov Decision Process
(CMDP) is a special class of POMDP with a context variable ¢ € C,
where C denotes the context space and c is sampled at the begin-
ning of each episode from a distribution p(c). Conditioned on c,
the environment induces a POMDP with context-dependent dy-
namics and rewards. Formally, a contextual POMDP is defined by
the tuple (S, A, P¢, Re, 2, Oc, poc, ¥, C, p(c)), where Pc(s" | s,a)
and R.(s, a) denote the transition and reward functions parame-
terized by ¢, O;(o | s, a) is the observation function, and po is
the initial state distribution conditioned on c. The joint distribution
over context and initial state factorizes as p(c,sy) = p(c) po.c(so)-
The context remains fixed throughout an episode but varies across
episodes according to p(c), thereby inducing a distribution over
tasks. The objective is to learn a policy that maximizes expected
return under the context distribution, i.e., Ec-p(c) [Ex [Go | c]].

2.2 Generalization in RL

Generalization in deep reinforcement learning refers to an agent’s
ability to perform well on environments or states not seen during
training, and it presents significant challenges distinct from super-
vised learning. Unlike standard machine learning where training
and test distributions are typically well-defined, deep RL agents
can overfit in subtle ways—achieving optimal rewards during train-
ing while exhibiting drastically different test performance [4, 39].
This overfitting can occur "robustly”, meaning that commonly used
stochasticity techniques do not necessarily prevent or detect it [39].
The challenges stem from multiple sources: the lack of systematic
evaluation protocols comparable to cross-validation in supervised
learning, the difficulty of separating representation learning from
long-term planning and exploration, and the fact that theoreti-
cal generalization bounds scale poorly with large state and action
spaces [17, 39]. A fundamental insight from recent work is that gen-
eralization in RL can be framed as an implicit partial observability
problem—when an agent is uncertain about which environment it is
in, this creates an "epistemic POMDP" that makes optimal general-
ization inherently difficult [8]. Furthermore, procedurally generated
benchmarks like Procgen have revealed that policies trained on
limited training levels often fail dramatically on held-out test levels,
even when achieving near-optimal training performance [3, 4]. As
deep RL is increasingly applied to critical real-world domains like
healthcare, finance, and autonomous systems, understanding and
addressing these generalization gaps has become crucial for safe
deployment [6, 17, 39].
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3 RELATED WORK
3.1 JAX and Hardware-Accelerated RL

JAX [2] is a Python library for accelerator-oriented array computa-
tion and program transformation, designed for high-performance
numerical computing and large-scale machine learning. Its core
features — just-in-time (JIT) compilation and functional transfor-
mations such as vmap — make it particularly well suited for RL
workloads, where tight coupling between environment simulation
and policy optimization is critical. By requiring adherence to func-
tional programming principles, JAX enables the entire training loop,
including both environment stepping and policy updates, to be com-
piled and executed on accelerators. This eliminates the CPU-GPU
communication overhead that plagues conventional Python-based
RL frameworks, where the environment typically runs on the CPU
while the policy trains on the GPU. Beyond compilation gains,
vmap enables vectorization of the environment’s step and reset
functions, allowing large batches of experience to be collected and
processed in parallel. The adoption of JAX-based RL environments
has only recently begun, with examples including the Gymnax
suite [18], Craftax [22], Jumanji [1].

3.2 Penetration Testing Simulators

There exist several different penetration testing environments tar-
geted at learning RL policies. NASim [31] has been one of the first
and therefore featured in several subsequent works. NASimEmu [12]
and PenGym [25], are extensions to NASim that bring forward an
emulation component, allowing to learn policies in small simulated
networks and transfer them to an emulated network consisting
of virtual machines. StochNASim [32] features stochastic environ-
ment resets and networks of varying sizes to learn robust penetra-
tion testing policies. CyberBattleSim [34] aims at simulating the
phase of lateral movement (moving between hosts) in a network.
CybORG++ [7] simulates both offensive and defensive agents and
their dynamics within the same network. C-CyberBattleSim [35],
concentrates on the generation of more realistic scenarios through
real-world information sources, such as vulnerability databases and
security scanners—elements that are added to the network nodes as
additional information.

4 NASIMJAX

We now describe the RL environment provided by NASimJAX. We
first outline the underlying task and abstraction, before detailing
the state and observation spaces, action space, and reward function,
and then describing how learning contexts are defined.

The environment is designed as a research abstraction rather
than a fixed benchmark scenario. Its primary goal is to support con-
trolled variation over network instances, enabling research on pol-
icy robustness and generalization beyond fixed scenarios. Through
a versatile network generation process, the environment can be
scaled in complexity and difficulty, allowing it to remain challenging
as RL algorithms improve and preventing overfitting to narrowly
defined scenarios.

NASimJAX models automated penetration testing as a sequen-
tial decision-making problem under partial observability. An agent
interacts with a network by performing actions such as scanning
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hosts, enumerating services, exploiting vulnerable software to ob-
tain an initial foothold, and escalating privileges through vulner-
able processes. Information about the network topology, running
services, and vulnerabilities must be actively acquired through in-
teraction. Progress through the network is inherently sequential
and long-horizon, as successful exploitation of certain hosts may
be required to reach others. An episode terminates once the agent
has obtained the required privileges on a predefined set of sensitive
hosts.

Each episode is conditioned on a learning context, which we also
call scenario, represented by a concrete network instance. A context
consists of a set of hosts partitioned into subnets, connectivity
rules defining how subnets may communicate, and host-specific
configurations such as running services, processes, and associated
exploitability. While the agent’s policy is shared across episodes,
the underlying context varies, providing a principled mechanism
to expose the agent to diverse network structures during training.
This formulation naturally supports viewing the environment as a
CMDP, where generalization is achieved by learning policies that
perform well across a distribution of network contexts rather than
memorizing individual attack paths.

The environment adheres to the Gymnax API [18]. This design
choice enables seamless integration with a wide range of JAX-
based RL algorithms, facilitating large-scale experimentation, re-
producibility, and direct comparison of learning methods within a
standardized environment.

4.1 State

The state of a network is defined by two main elements: Traffic
rules, describing which subnets can talk to one another, and the
collective properties of all hosts. Since IT networks naturally follow
a graph-structure, we represent this via an adjacency matrix. We
add another dimension to the adjacency matrix to accommodate
firewall rules, that determine which services are allowed to pass
between subnets. The networks’ host contain the following prop-
erties: subnet address, reachable, discovered access level,
0S, services, processes.

The services and processes attributes encode only those ser-
vices and processes that are vulnerable and therefore exploitable by
the agent. They do not represent the complete set of software run-
ning on a host, but rather a filtered abstraction capturing actionable
attack surfaces. As a result, hosts may have zero vulnerable services
or processes, modelling systems that are correctly configured or
hardened.

To make use of JAX’s parallel computation capabilities to it’s
fullest, the host properties are batched together into one data struc-
ture. All the host properties are either one-hot encoded or repre-
sented via boolean flags. This has two advantages. First, for most
operations in the state transition logic we can solely rely on boolean
operations which, have a very small computational overhead. Sec-
ond, state properties can be stored using unsigned integers that only
use one byte in memory, reducing the overall memory footprint of
the environment, therefore allowing for more parallel environments
during training.

When an agent interacts with the environment, only three host
values can change: reachable, discovered, and access level. All other
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values remain static after the scenario is generated. While the full
state is used internally for transition dynamics, it is intentionally
not exposed to the agent, reinforcing partial observability and pre-
venting shortcut learning.

4.2 Action Space

The action space is discrete and consists of six action types, grouped
into reconnaissance and exploitation actions. The four reconnais-
sance actions are OS Scan, Process Scan, Service Scan, and
Subnet Scan. The first three retrieve host-specific information,
while the subnet scan enables the discovery of additional hosts
and subnets once sufficient privileges have been obtained on a tar-
get host. The two exploitation actions are Exploit and Privilege
Escalation. Exploits are remote actions targeting vulnerable ser-
vices to gain initial access to a host, whereas privilege escalation
actions leverage vulnerable processes to elevate access privileges
after a foothold has been established.

The concrete action set is generated based on the set of possible
operating systems and vulnerable services and processes defined
for the environment. Exploitation actions are constructed from all
combinations of operating systems and services, while privilege
escalation actions are constructed from all operating system and
process combinations. Actions are instantiated per target host, en-
suring that a sufficiently expressive set of actions exists to solve
any generated network. Consequently, the size of the action space
is given by |A| = |H| X (|Ascan| + [O] X (|Vive| + |(Vpr0c|)) where
H denotes the set of hosts, Agcan the set of scan actions, O the set
of possible operating systems, and Vi, and Vo the set of vulner-
able services and processes. As network complexity increases, this
construction leads to a rapidly growing action space, significantly
increasing exploration difficulty.

4.3 Observation Space

The observations perceived by the agent contain only the outcome
of the executed action. The outcome depends on the action type
and on whether execution was successful. Successful 0S Scans,
Service Scans, and Process Scans retrieve the corresponding
properties, in addition to the host and subnet address, whereas a
successful Subnet Scan reveals all hosts within a subnet and any
connected subnets. Further, Exploit and Privilege Escalation
reveal a host’s OS and service/process, and whether it is sensitive
or not. Additionally, the following information is appended to the
flattened observation: the encoding of the action type that was
executed, and four mutually exclusive flags regarding the outcome
of that action (successful, connection error, permission error, and
undefined error).

4.4 Reward Function

Each type of action in the environment has a cost associated to
them. Exploit and Privilege Escalation actions incur a higher
cost than scanning for instance. The reward function is defined by
Equation 1. The value of hosts is denoted by V},. By scanning the
subnet, new hosts can be discovered. The value of discovering a
host is denoted by V;. The reward is multiplied by the number of
newly discovered hosts, nyp,. Hosts may only be discovered once. In
all other scenarios, the returned reward is the cost of the action ay.
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—cost(a;) + Vyngp  for successful

subnet scans,

re =4 —cost(a;) +Vp for successful (1)
priv. esc.,
—cost(ay) else.

4.5 Network Generation

Network generation proceeds in several stages and is designed
to balance realism, diversity, and guaranteed solvability of the re-
sulting scenarios. Each generated network represents a distinct
learning context while adhering to structural constraints that en-
sure meaningful penetration testing tasks. Figure 2 provides an
illustration for this process.

We begin by randomly distributing a fixed number of hosts
Ny, across a fixed number of subnets N;. Among these subnets,
two are assigned special semantic roles that remain fixed across
all generated scenarios. One subnet represents the Internet and
contains a single host corresponding to the attacker’s machine.
A second subnet represents a demilitarized zone (DMZ), which
serves as a buffer between external and internal infrastructure. All
remaining subnets are treated as arbitrary internal subnets.

Host-level properties are then assigned. Each host is randomly
assigned an operating system according to a fixed distribution.
Services and processes are distributed independently across hosts
using the service density svcy and process density procy parame-
ters, respectively. These parameters control the average number of
exploitable services and processes present in the network.

Host sensitivity is assigned independently with probability s4,
i.e,, Pr(host is sensitive) = s;. This mechanism allows the gener-
ator to model varying levels of organizational security maturity,
including misconfigurations or users not following security best
practices.

To ensure that every generated scenario is solvable and supports
meaningful agent interaction, we enforce several feasibility con-
straints after the initial random assignment. First, every subnet is
guaranteed to contain at least one host running at least one service,
ensuring that the agent can pivot into every subnet that becomes
reachable. Second, every sensitive host is guaranteed to run at least
one service and at least one process, which ensures that privilege
escalation is possible on all sensitive machines. If any of these
conditions are violated, the minimal number of required services
or processes is added randomly to the affected hosts. These post-
generation checks guarantee that successful episodes are achievable
without constraining the overall diversity of generated networks.

After host and subnet properties are fixed, we generate the net-
work topology. Connectivity between subnets is represented by
an adjacency matrix of size N5y X N;, where entries are sampled
according to the topology density parameter t4, which controls the
probability that two subnets are connected. To reflect basic network
security restrictions, we impose that the Internet subnet may only
communicate with the DMZ. To ensure that hosts within the same
subnet can always communicate, the diagonal of the adjacency
matrix is populated with ones.

The resulting topology matrix is intentionally not required to be
symmetric, meaning that connections between subnets are directed.
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Figure 2: Illustration of the network generation process.
Number of hosts (N,), and subnets (N;), topology (t,), ser-
vice (s4), process (py) and sensitive host density (s;) are all
parameters that influence the generated networks. The blue
nodes represent normal hosts, the red node labelled A rep-
resents the attacker’s position, and the double circled red
nodes represent sensitive hosts.

Combined with the random sampling process, this asymmetry can
lead to subnets that are unreachable from the attacker’s starting po-
sition. Such subnets effectively become inactive for a given episode.
While this may reduce the number of reachable hosts, it serves an
important role in shaping the learning problem. Networks with
fewer reachable subnets induce shorter horizons and smaller ef-
fective state spaces, whereas fully connected networks result in
more complex attack paths. This mechanism provides a natural way
to generate a curriculum of environments with varying difficulty
levels without explicitly staging scenarios.

Although the total number of hosts Ny, is fixed in order to allocate
static memory layouts required for JIT compilation, the number of
active hosts—those belonging to reachable subnets—varies across
generated networks. As a result, a distribution over effective prob-
lem sizes is obtained even when Nj, is held constant. This property
enables curriculum learning by exposing agents to scenarios of
increasing complexity during training. We illustrate this variability
empirically in Section 6.2.

In addition to fully random host configurations, we support the
generation of homogeneous subnets to better reflect real-world
network administration practices, where hosts within the same
subnet are often configured with similar software stacks. In this
mode, services and processes are sampled jointly for all hosts in
a subnet from Beta distributions parameterized by svcy and procy.
This approach allows controlled variation in intra-subnet diversity
while preserving the overall density of services and processes.

4.6 Context Sets

The design of the environment allows for several context sources.
One approach is to simply use a seed, which then influences the
random number generators used during the network generation
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phase. Train and evaluation phases can as such be seeded differ-
ently, akin to Cobbe et al. [4]. Further, generation parameters may
be changed, to create denser or more sparse networks. The process
and service density in hosts, describing how many of them are
vulnerable, can also be adjusted. Changing these parameters pro-
vides the opportunity to evaluate on out-of-distribution networks,
and assess zero-shot transfer capabilities of policies as discussed
in Kirk et al. [17]. Importantly, the context ¢ is not included in the
agent’s observations; the agent must act under uncertainty about
the current network configuration, inferring relevant information
through interaction. This corresponds to the unobserved-context
case of the CMDP as described by Kirk et al. [17].

5 METHODOLOGY
5.1 Algorithms

We now present the selected algorithms and methods. Our imple-
mentation is based on the pure JAX PPO implementation from Lu
et al. [21]. PPO has been widely used and shown successes in most
areas of RL. This field is no exception, and many other works have
used it to learn policies for penetration testing [19, 32]. As the envi-
ronment is both partially observable and features a growing action
space as the number of hosts increases, we discuss the choices that
have been made to help learn with these challenges.

5.1.1 Partial Observability. To handle the challenge of partial ob-
servability, we implement a wrapper around the environment that
maintains a record of information discovered throughout an episode.
This follows the methodology described by Simon et al. [32], where
the most recent observation is kept and a condensed history of
past observations is appended. This approach is analogous to how
human penetration testers operate—keeping track of scan results to
decide which actions to take next on the target hosts. While using
both the latest observation and the aggregated history increases
memory consumption, it indirectly alleviates the credit assignment
problem by providing richer temporal context, allowing the agent
to better associate actions with delayed outcomes.

5.1.2  Large Action Spaces. To learn in large action spaces, we test
two distinct methods. The first is using normal action masking, to
help with exploration by disallowing actions that are invalid given
the current state. The second is more sophisticated, whereby we
condition the action to be executed on the selected host.

Action Masking. Lots of training budget in RL can be spent on
actions that are invalid given the current state. Action masking has
been widely used in the literature to address this issue [15, 37? ].
For a discrete action space, action masking modifies the categorical
distribution by giving invalid actions an infinitesimal value before
applying the softmax function. This results in actions whose sam-
pling probability becomes virtually zero. Huang et al. [11] have
further analysed this method, and shown that it produces valid
policy gradients. In our setting, we mask all actions for hosts that
have both not been discovered yet, and are not reachable. Addi-
tionally, we mask all exploits and privilege escalation actions that
are invalid due to the host not running the right combination of
OS and service or OS and process respectively. We chose to not
mask actions that are invalid due to missing privilege levels, as
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this is a learnable feature contained within the environment the
observations (cf. Section 4.3).

Two-Stage Action Selection (2SAS). In network attack simulations
the flat action space grows linearly with the number of hosts, which
dilutes exploration and slows learning. Inspired by the factored ac-
tion decomposition used in DeepNash for Stratego—where the agent
first selects a piece and then a legal move for that piece [27]—we
decompose each decision into two stages: host selection followed by
action selection on the chosen host. Concretely, the actor-critic net-
work shares a common feature trunk and branches into two policy
heads. The first head outputs a distribution over hosts, masked to
exclude unreachable or undiscovered targets. Given the sampled
host, a learned host embedding is concatenated with the trunk
representation and passed to the second head, which outputs a
distribution over per-host actions, again masked to remove invalid
choices. Because each head operates over at most max(H, A/H)
categories rather than the full product |A| = H - (A/H), the ef-
fective decision complexity at each stage is substantially reduced.
During training we compute separate importance ratios for the two
stages and multiply them to form the combined ratio used in the
PPO clipping objective, with independent entropy bonuses for each
head. We refer to this scheme as two-stage action selection (2SAS).

5.1.3 Reward Scaling. Since networks are procedurally generated,
the number of sensitive hosts N varies across learning contexts.
This leads to high variance in the cumulative reward per episode,
which can destabilize value function estimation and advantage
calculation. To mitigate this, we scale the rewards such that the
maximum potential return is approximately invariant to the net-
work size. Specifically, for a given context C, the reward r, at each
step is scaled by the theoretical maximum reward obtainable:
43

NV @
where V}, is the reward value for compromising a sensitive host.
This transformation ensures that completing a scenario—regardless
of its host density—yields a normalized return on a consistent scale,
thereby providing a more stable learning signal across the diverse
distribution of network topologies.

Tt

5.1.4 UED Methods. Priozitized Level Repaly (PLR) [14] works in
conjunction with procedurally generated environments, and aims to
form a natural curriculum of levels that are still deemed interesting
for the learning progression. These can be levels where the agent
currently exhibits the highest regret. PLR performs gradient updates
on the random levels, whereas robust PLR (denoted as PLR*) only
updates the agent on the levels sampled from the buffer. This is
theoretically justified and (in some domains) empirically results in
higher performance [13]. We compare the different UED methods
against Domain Randomization (DR) [36], where at each end of
an episode, a new network is generated from the parameterized
distribution (cf. Section 4.5). We use the implementation provided
by the JaxUED library [5].

5.2 Hyperparameter Tuning

We perform a hyperparameter search using Bayesian-sampling for
every discussed algorithm in Section 5.1, with a budget of 250 trials.
Each sampled hyperparameter set is trained on 26 host networks,
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on three separate seeds to evaluate the robustness of the parameters.
JAX allows for these three runs to be made in parallel on the same
device. We report the aggregated performance of those runs. The
performance of a run is reported as the mean solve rate over the
set of evaluation levels during the final evaluation phase. After the
search, we evaluate the top ten most promising hyperparamters
on a set of five seeds, to select the most robust set of parameters.
Further details and all the search spaces can be found in Appendix
B.

6 EXPERIMENTS

The aim of our experiments is to investigate three different ques-
tions: (1) Does NASimJax indeed bring the expected speed-up com-
pared to the original implementation? (2) Which method to help in
large action spaces is more appropriate given our setting (3) Which
UED-methods discussed in Section 5.1 perform best on tasks related
to ZSPT? These latter experiments are intended to be exploratory
and diagnostic rather than definitive, providing interesting insights
and further showcasing the capabilities of the introduced frame-
work, NASimJax.

6.1 Performance Comparison

To investigate the performance increase compared to the original
implementation, we perform several training runs with an increas-
ing number of environment workers, starting with 8 and doubling
until reaching 4096. We highlight that we train an actual policy,
instead of comparing performance of random policies against one
another, as this provides a more accurate measure of the perfor-
mance to be expected when using the environment. For NASim, we
use cleanRL’s [10] implementation of PPO and compare it against
NASimJax using the PureJaxRL’s [21] PPO implementation. We
match the hyperparameters, such that we collect the same amount
of experience per rollout. The difference in training speeds is shown
by Figure 1. At it’s peak NASimJAX trained over 100 million steps
achieves a performance of 1.6M steps per second, which amounts to
a speed-up of 100 times over the original. The machine we perform
these experiments on is equipped with an Intel(R) Xeon(R) Gold
6230R CPU @ 2.10GHz and an NVIDIA RTX A4000. These results
pronounce NASimJax’s ability to train policies with a greater bud-
get, as compiling the code takes up a significant amount of time
when using small training budgets. We also tried comparing our
implementation against CyberBattleSim [34], but the environment
does not support running parallel environment workers by default,
therefore now allowing us to perform the same experiment.

6.2 Environment Configurations

Rather than prescribing fixed benchmark scenarios, NASimJax is
designed as a configurable research framework. The network gen-
eration pipeline exposes a set of parameters: topology density, total
host count, service and process density, sensitive host density (cf.
Section 4.5). These allow researchers to instantiate environments
aligned with their specific research interests. To ground the ex-
perimental investigation that follows, we describe two reference
configurations of increasing complexity that we use throughout
this work in Table 1. We emphasize that these are illustrative rather
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Table 1: Network Configuration Parameters

16 Hosts | 26 Hosts
Processes 3 3
Services 3 3
Operating Systems 2 2
Subnets 7 10
Topology Density 0.15 0.12
Service Density 0.7 0.7
Process Density 0.7 0.7
Sensitive Density 0.2 0.15
Distribute Homoge- | True True
neously
Step Limit 300 300
Action Space Size 256 416
500 :, Mean: 9.78 300 - Mean: 14.39
Median: 10.00 250 -- Median: 14.00
400
3 i 3200
g0 i g
3 i 2150
£200 i g
55 100
100 g; 50

2 4 6 8 10 12 14 16 5 10 15 20 25
Number of Active Hosts Number of Active Hosts

(a) 16 Hosts (b) 26 Hosts

Figure 3: Visualization of active host counts within generated
networks of 16 and 26 hosts. The full network parameters
are displayed in Table 1. Visualizations for every network
size and t; are available in Appendix C

than normative. A network increases in complexity via two fac-
tors: (1) More active hosts in the network means a longer horizon,
and more unmasked actions. This directly affects the amount of
exploration required in the early stages of training before finding
good trajectories to bootstrap on. (2) A larger number of hosts,
coupled with services, processes and OSes directly affects the size
of resulting action space as established in Section 4.2.

Parameters such as the sensitive and topology density were care-
fully chosen to enable the generation of networks with a varied
number of active hosts. We illustrate the resulting active host dis-
tributions in Figure 3, and the complete set of Figures for each t;
displayed in Table 2 can be found in Appendix C. The topology den-
sity allows us to control the number of active hosts in the network.
The sparser the topology, the more subnets will be disconnected
from the main network, and thus not play a role in training.

6.3 Growing Action Spaces

To compare the performance of our two methods to help learn-
ing policies in large action spaces, we train both algorithms on
our environment configurations established in Section 6.2. Results
can be seen in Figure 4. For 16 host networks, the training budget
is 100M steps, while for 26 host networks, it is 500M. Each algo-
rithm is trained on five seeds to also test stability. The periodic
evaluation of policies over 50 different evaluation networks is done
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in-distribution, using the same ¢4, as we’re interested in the capabil-
ities of handling growing action spaces of the respective methods,
not generalization. The results showcase that for smaller action
spaces, 2SAS and DR Masked perform equally. For 26 host networks
on the other hand, the advantage of decomposing the action selec-
tion in two stages is clearly pronounced, with DR-2SAS achieving
a solve rate of 82% vs. DR-Masked’s 66%. The full hyperparameters
we used are displayed in Table 7.
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Figure 4: Comparison between DR with Action Masking and
DR with 2SAS for 16 and 26 host networks.

6.4 Zero-Shot Policy Transfer

Since we implement the environment as a CMDP, this experiment
aims to test different learning contexts in the form of active host
distributions, influenced by the topology density (¢;) parameter,
and how these affect the evaluation performance on distinct active
host distributions. For every network described in Table 1, we
choose five topology densities per network size to create varying
distributions (cf. Section 6.2). The UED-algorithms used in this
experiment are DR, PLR and PLR* (cf. Section 5.1.4). We combine
these with our two methods of handling growing action spaces:
Masking and 2SAS, to further investigate their influence on the
solve rate on OOD networks.

For each algorithm, we train on the lower ¢4, one on the middle
t4, and one on the higher t4, highlighted in Table 2. During training
the policy is periodically evaluated on each of the five total densities.
The full hyperparameters we used are displayed in Table 7.

Table 2: Topology densities ¢; used per network size. Densities
used for training are bold.

Hosts Topology Density t;
16 0.06 0.115 0.15 0.195 0.24
26 004 008 0.12 0.16 0.20

The results displayed in Figure 5 showcase that for 16 host net-
works, the impact of evaluating on a different ¢; than we trained
on is fairly low, and all methods achieve a similar solve rate, with
PLR* exhibiting some more variance when trained on t; = 0.24 net-
works. Things change drastically for 26 host networks on the other
hand. We’re able to see that training on lower t; networks, which
results in less active hosts, leads to the best overall solve rate for
the tested methods. With the exception of DR-2SAS, that performs
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16 Hosts 26 Hosts

Solve Rate (mean)
Solve Rate (mean)

t4=0.06 ts=0.15 ts=024 ts=0.04 ts=0.12 =02

Figure 5: ZSPT across topology densities ¢; for 16- and 26-
host networks. Each algorithm is trained on three values of
ts (low, mid, high) and evaluated on all other ;. Bars show
the mean solve rate aggregated over five seeds; boxes span

the IQR (Q1-Q3), whiskers the full range.

best when trained on t; = 0.12 networks. Training on t; = 0.2,
the highest topology density, results in worse evaluation scores
for the PLR-based methods, with DR-Masked not even achieving a
solve rate of 0.2 across all 50 evaluation levels. The complete plots
showing per t4 performance can be found in Appendix D.

7 DISCUSSION

While our experiments focus on ZSPT across network topologies
of varying density, the framework is designed to support a broader
range of research questions. The number of services and processes
can be increased to further exacerbate the large action space prob-
lem, and the topology and sensitivity densities can be tuned to
systematically vary task difficulty independently of network size.
This positions NASimJax not as a fixed benchmark, but as a con-
figurable platform for investigating the breaking points of current
methods under controlled conditions.

Training context and zero-shot transfer. The results in Figure 5
reveal that training on lower topology density networks tends to
yield better overall generalization across densities. We attribute
this to an implicit curriculum effect: sparser topologies produce
networks with fewer active hosts on average, exposing the agent
to shorter-horizon tasks early in training and allowing it to build
competence before encountering more complex attack paths. This
effect is less pronounced for DR-2SAS, which benefits from the
more structured exploration afforded by two-stage action selection,
and performs best when trained at mid-density.

Reward scaling. The reward scaling introduced in Section 5.1.3
is not merely a training stabilization heuristic-it serves two distinct
purposes. First, it ensures that the learning signal reflects the struc-
tural difficulty of a network, such as the sparsity of vulnerabilities,
and number of sensitive hosts, rather than its size alone. A large
but sensitive-sparse network may in fact be easier to solve than a
smaller but sensitive-dense one; without scaling, this distinction is
obscured. Second, reward scaling is a prerequisite for PLR to func-
tion correctly in this setting. Without it, regret estimates are biased
toward larger networks simply because they accumulate higher
raw returns, causing PLR’s level selection to conflate network size
with learning potential. Scaling makes regret estimates comparable
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across contexts, allowing PLR to prioritize levels based on genuine
learning progress.

PLR in the penetration testing setting. The PLR-based methods
perform comparably to DR in most conditions, which is consistent
with findings in other domains. DR has been shown to be a highly
competitive baseline even in settings where PLR was originally
proposed [5, 14]. The largest difference though can be seed for 26
host networks and a high #; of 0.2, where PLR performs significantly
better than DR, due to the ability to replay networks with a lower
active host count. Using 2SAS in combination with PLR does result
in better performance than PLR with Masking, but its performance
compared to DR-2SAS is still inferior. This can be attributed to the
high complexity of the hyperparameter search space, as a result of
trying to combine two complex methods with one another.

Future extensions. Several natural extensions to the environment
remain as future work. The introduction of firewall rules between
subnets would add another layer of structural complexity to the
network generation process. Moving toward a two-player formu-
lation with both offensive and defensive agents would make the
environment dynamic rather than static, and is an important step
for studying more realistic adversarial scenarios. Heterogeneous at-
tacker starting positions and time-varying network configurations
are further directions that would increase the realism of generated
scenarios without sacrificing the controlled variability that makes
the framework useful for research.

8 CONCLUSION

In this work, we introduced NASim]Jax, the first RL environment
for learning penetration testing policies written in pure JAX. By
implementing the environment as a partially observable Contextual
MDP, NASimJax provides a principled framework for investigating
ZSPT to unseen network topologies-an important step towards
further investigating generalization in this domain. Alongside this
formulation, we redesigned the network generation pipeline to pro-
duce more structurally diverse and realistic scenarios, enabling the
creation of training distributions that better reflect the complexity
and diversity of real IT infrastructure. Compared to earlier CPU-
bound simulators, NASimJax achieves a 100x speed improvement,
reaching 1.6M steps per second on a single entry-level GPU. This
performance gain unlocks experimentation at a scale that was pre-
viously infeasible, and we leverage it to investigate generalization
and ZSPT to out-of-distribution networks. Finally, as the action
space grows linearly with the number of hosts, we introduced a
two-stage action selection variant of PPO that decomposes each de-
cision into host selection followed by action selection, substantially
reducing effective decision complexity and enabling learning on
larger networks. Together, these contributions establish NASimJax
as a fast, and flexible platform for advancing research on RL-based
penetration testing.
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A SPEED COMPARISON DETAILS

Table 3 showcases the full details of our experiment in Section 6.1.
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Table 3: Performance Comparison of NASim and NASimJax Implementations

Num NASim NASimJax-1M NASimJax-10M NASimJax-100M

Envs | Time (s) Steps/s | Time (s) Steps/s | Time (s) Steps/s | Time (s) Steps/s

8 3823 2,616 42 23,810 185 54,054 1471 67,981

16 2420 4,132 33 30,303 110 90,909 796 125,628

32 1627 6,146 33 30,303 73 136,986 445 224,719

64 1215 8,230 29 34,483 52 192,308 259 386,100

128 883 11,325 28 35,714 41 243,902 160 625,000

256 748 13,369 28 35,714 35 285,714 102 980,392
512 612 16,340 27 37,037 33 303,030 80 1,250,000
1024 575 17,391 27 37,037 32 312,500 68 1,470,588
2048 561 17,825 28 35,714 31 322,581 63 1,587,302
4096 625 16,000 28 35,714 32 312,500 61 1,639,344

B HYPERPARAMETERS

This section discusses the search ranges and the exact hyperparameters we’ve selected for the experiments in Section 6. Some more
information regarding the tuning strategy: We first tuned both DR methods, and then based on these results, limited the search space for the
PLR-based methods. The ranges selected for the PLR-based methods are based on the original works of Jiang et al. [13, 14]. Since the Top-k
prioritization has an additional parameter, the k, which isolates the levels with the k-highest scores to select from.

Table 4: Hyperparameter Search Ranges: Masked PPO with DR

Hyperparameter

Considered Values

Learning Rate (LR)
# Environments

# Steps

Layer Size
Activation Function
Discount Factor (y)
GAE Lambda (1)
Clip Epsilon
Entropy Coef.

Max Gradient Norm
Value Function Coef.
Update Epochs

{3e-5, 5e-5, le-4, 3e-4, Se-4}
{1024}

{16, 32, 64, 128}

{256, 512}

{tanh}

{0.975, 0.99, 0.995}
{0.8, 0.9, 0.95}
{0.1,0.2, 0.3}

{0.005, 0.01, 0.02, 0.05}
{0.5, 1.0, 1.5}

{0.25, 0.5, 1.0}

{4

C ACTIVE HOST DISTRIBUTIONS

Here we present the full set of distributions for the t;-values established in Table 2. As we’ve selected to use five values for each number of
total hosts in the network, we present the resulting distributions in Figures 6 and 6. These clearly showcase the shift in active hosts given t4.

D EXTENDED RESULTS

In this Section we highlight some extended results for the experiments conducted in Section 6.4, which showcases the aggregated evaluation
performance given different training t;-values. Figures 8 and 9 display more detailed results, where we plot for every algorithm and t4-train

value the performance against the evaluation t;-values.
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Table 5: Hyperparameter Search Ranges: PPO-2SAS with DR

Hyperparameter

Considered Values

Learning Rate (LR)

# Environments

# Steps

Layer Size
Activation Function
Discount Factor (y)
GAE Lambda (1)
Clip Epsilon

Host Entropy Coef.
Action Entropy Coef.
Host Embedding Dim
Max Gradient Norm
Value Function Coef.
Update Epochs

{5e-5, le-4, 2e-4, 3e-4, 5e-4}
{1024}

{16, 32, 64, 128}

{256, 512}

{tanh}

{0.975, 0.99, 0.995}
{0.8, 0.9, 0.95}
{0.1,0.2, 0.3}

{0.01, 0.02, 0.05, 0.08}
{0.005, 0.01, 0.02, 0.05}
{16, 32, 64}

{0.5, 1.0, 1.5}

{0.25, 0.5, 1.0}

{4

Table 6: Hyperparameter Search Ranges: PLR and PLR*

Hyperparameter Considered Values
Learning Rate (LR) {2e-4, 3e-4, 5e-4}

# Steps {32, 64, 128}

GAE Lambda (1) {0.8, 0.95}

Clip Epsilon {0.1,0.2, 0.3}
Entropy Coef. {0.005, 0.01, 0.05}
Replay Probability (p) {0.5,0.7, 0.9}

Staleness Coefficient (w)

Temperature (f)
Level Buffer Capacity
Score Function
Prioritization

Top-k (k)

{0.1,0.3, 0.5, 0.7}
{0.1,0.5, 1.0, 1.4, 2.0}
{5000, 10000}
{MaxMC, PVL}
{Rank, Top-k}

{5, 25, 50, 100}
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Table 7: Selected Hyperparameters across all algorithms (Masked and 2SAS variants) for 16 and 26 host networks.

DR (Masked) DR (2SAS) PLR (Masked) PLR (2SAS) PLR* (Masked) PLR* (2SAS)
Hyperparameter 16h  26h 16h 26h 16h 26h 16h 26h 16h 26h 16h 26h

Learning Rate 3e-4 3e-4 2e-4 le-4 3e4 3e-4 2e-4 le-4 3e-4 3e-4 2e-4 2e-4
# Environments 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024 1024
# Steps 32 128 64 128 128 64 128 128 128 128 128 128
Layer Size 512 512 256 512 512 512 512 512 512 512 512 512
Activation Function tanh tanh tanh tanh tanh  tanh tanh tanh  tanh tanh tanh tanh
Discount Factor 0.995 0.995 0.995 0.995 0.995 0.995 0.995 0.995 0.995 0.995 0.995 0.995
GAE Lambda () 0.8 0.8 0.8 0.9 0.8 0.8 0.9 0.95 0.95 0.95 0.95 0.95
Clip Epsilon 0.1 0.2 0.1 0.2 0.3 0.3 0.2 0.2 0.3 0.3 0.3 0.3
Entropy Coef. 0.005 0.005 - - 0.01 0.005 - - 0.005 0.005 - -
Host Ent. Coef. - - 0.01 0.01 - - 0.005 0.01 - - 0.005 0.01
Action Ent. Coef. - - 0.01 0.01 - - 0.01 0.01 - - 0.01 0.005
Host Embedding Dim - - 64 64 - - 32 16 - - 32 16
Max Grad Norm 1.0 0.5 0.5 0.5 0.5 0.5 1.0 1.5 0.5 0.5 1.5 0.5
Value Coef. 1.0 0.5 0.25 1.0 0.5 0.5 1.0 0.25 0.5 0.5 1.0 0.25
Update Epochs 4 4 4 4 4 4 4 4 4 4 4 4
Replay Prob. (p) - - - - 0.5 0.5 0.5 0.5 0.9 0.9 0.9 0.9
Staleness (w) - - - - 0.7 0.3 0.3 0.1 0.1 0.5 0.7 0.3
Temperature (f) - - - - 0.1 2.0 2.0 2.0 2.0 2.0 2.0 2.0
Level Buffer Capacity - - - - 10000 10000 10000 10000 10000 10000 10000 10000
Min. Fill Ratio - - - - 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5
Score Function - - - - PVL MaxMC MaxMC PVL MaxMC MaxMC MaxMC MaxMC
Prioritization - - - - Rank Rank Rank Rank Rank Rank Rank Rank

Top-k (k) - - - - - - - _ _ _ _ _
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Figure 6: Distributions of active hosts within 16 host networks and how the topology density (t; parameter influences them.
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Figure 8: Evaluation curves for 16 host networks. Every column represents the network’s t; the policy was trained on. The
plots show the evaluation performance against all other selected t; for the given network size, as displayed in Table 2.
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Figure 9: Evaluation curves for 26 host networks. Every column represents the network’s t; the policy was trained on. The
plots show the evaluation performance against all other selected t; for the given network size, as displayed in Table 2.
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