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ABSTRACT

We introduce Surrogate-Augmented Reinforcement Learning (SARL),
a unified framework that controls policy modelability by embed-
ding a surrogate predictor directly into the training objective. A
signed alignment parameter captures both Surrogate-Augmented
Deception (SAD) and Surrogate-Augmented Transparency (SAT),
enabling continuous adjustment between resisting and encourag-
ing predictive modeling. We evaluate SARL under adaptive mod-
eling pressure, where an external observer continually retrains a
surrogate classifier and intervenes based on its predictions. This
setting captures co-adaptive dynamics that static evaluations of in-
terpretability or deception fail to reflect. Across multiple alignment
strengths and random seeds, we measure both task performance
and exploitability under continual retraining. Our results show
that surrogate alignment influences learned behavior, while ro-
bustness under adaptation depends on retraining dynamics rather
than alignment strength alone. These findings motivate evaluating
interpretability-aware objectives in dynamic adversarial settings
and establish SARL as a framework for controllable policy modela-
bility in reinforcement learning.
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1 INTRODUCTION

Reinforcement learning agents deployed in multi-agent or adver-
sarial environments must balance task performance against the risk
of being modeled, predicted, and exploited by others. Opponent-
modeling agents routinely learn behavioral models of the policies
they interact with [1], while interpretable surrogates are increas-
ingly used to audit deep RL agents post hoc [6, 24]. Whether an
agent should be predictable, or intentionally unpredictable, is there-
fore a deployment-relevant design decision with implications for
robustness, safety, and coordination [3].

Recent work on Surrogate-Augmented Deception in Reinforce-
ment Learning (SAD-RL) [23] formalizes one side of this tension
by introducing a secondary objective that penalizes the predictive
accuracy of a surrogate model. By discouraging predictability, such
approaches enable agents to achieve greater robustness against
static opponents while maintaining task performance. Deception,
however, represents only one extreme of a broader design space.
In many practical settings, transparency and behavioral legibility
are desirable properties that support coordination, trust, oversight,
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or human understanding [7, 10]. Whether and how transparency
can be encouraged without rendering agents trivially exploitable
remains an open question.

In this work, we unify strategic deception and transparency
within a single surrogate-augmented framework. We introduce a
signed surrogate alignment parameter A € [—1, 1] that governs both
the magnitude and direction of surrogate optimization. Negative
values of A incentivize surrogate inaccuracy, recovering surrogate-
augmented deception as a special case, while positive values reward
surrogate accuracy, inducing surrogate-augmented transparency
(SAT-RL). This formulation yields a continuous spectrum of behav-
iors ranging from strategic opacity to legibility, rather than treating
deception and transparency as binary objectives.

Beyond unifying these objectives, we argue that robustness
cannot be reliably assessed from training-time metrics alone. An
agent that appears competent or unpredictable during training may
nonetheless be vulnerable once subjected to adaptive exploitation
by an opponent that learns online. To address this gap, we evaluate
trained agents against adaptive adversaries that iteratively retrain
surrogate models during testing, explicitly probing the relation-
ship between predictability, transparency, and exploitability under
sustained adversarial pressure.

Our empirical results reveal several consistent phenomena across
random seeds. First, robustness under adaptive exploitation is not
monotonic in surrogate alignment: both extreme deception and
extreme transparency degrade performance. Second, intermediate
alignment values, including both mild deception and mild trans-
parency, outperform neutral policies under adaptive adversaries.
Third, surrogate accuracy during training is a poor predictor of
exploitability, as transparency is often latent during learning and
only becomes apparent once an adversary actively adapts.

Together, these findings position deception and transparency as
complementary extremes along a shared alignment spectrum. By
exposing the nonlinear structure of this tradeoff and validating it
under adaptive evaluation, our work provides a principled basis for
designing learning agents that balance robustness, predictability,
and performance in adversarial and mixed-motive environments.

2 CONTRIBUTIONS

This work makes the following contributions:

(1) We introduce Surrogate-Augmented Reinforcement Learn-
ing (SARL), a parameterized signed reward formulation that
interpolates between deception- and transparency-oriented
objectives within a single training objective. A scalar align-
ment parameter A recovers SAD-RL at A < 0, neutral task



optimization at A = 0, and Surrogate-Augmented Trans-
parency (SAT-RL) at A > 0. Online or runtime modulation of
A is left to future work (Section 10).

(2) We develop an adaptive retraining adversary protocol that
evaluates exploitability under continual surrogate learning,
moving beyond static predictability analysis.

(3) Across multiple seeds and alignment strengths we charac-
terize a non-monotonic relationship between A and adaptive
robustness, identifying conditions under which intermediate
alignment outperforms both neutral and extreme settings.

3 PROBLEM SETTING

We consider an episodic reinforcement learning environment with
transition dynamics T and task reward Resk. An agent learns a
parameterized policy mg(a | s) through interaction with the envi-
ronment.
In addition to the environment, an external observer maintains

a surrogate model 7 trained to predict the agent’s action given
observed states. The observer periodically retrains /7 using recently
collected interaction data and deploys it to interfere with the agent
by blocking the predicted next action whenever feasible. This in-
duces a triadic interaction among:

o the agent policy 7y,

o the surrogate observer 7,

e and the environment augmented with an intervention mech-

anism.

We define policy modelability with respect to a surrogate family
7 as the expected agreement between the surrogate’s predicted
action and the agent’s chosen action under the agent’s own state
distribution:

M(m; 7t) = Eg-ar [1{A(s) = 7(s)}] . 1
Modelability is therefore not a property of 7 alone but a relational
quantity that depends on 7, on the data used to fit 7, and on the
agent’s state visitation. We instantiate 7 as a depth-4 decision-tree
classifier in our main experiments; Appendix B verifies that the
qualitative findings persist across decision-tree depths.

We use exploitability to denote the reduction in task success
when the adaptive observer intervenes based on 7, relative to per-
formance without intervention.! The observer continually updates
its model during evaluation, creating adaptive modeling pressure
that evolves over time. This dynamic setting better reflects adver-
sarial environments in which predictive models co-evolve alongside
deployed agents.

4 RELATED WORK

Our work connects several research threads, including predictability
and explainability in reinforcement learning, deception and strate-
gic obfuscation, and adversarial learning and robustness. We review
each area and highlight how the proposed surrogate-augmented
formulation extends prior approaches by treating predictability as a
bidirectional learning objective and by evaluating robustness under
adaptive exploitation.

This usage is related to but distinct from the classical game-theoretic notion of
exploitability as the gap to a best response in a two-player zero-sum game [1]. In our

setting the adversary’s objective is to learn 7 rather than to play a best response in a
strategic sense.

4.1 Predictability, Legibility, and Explainability

A growing body of work studies how to make agent behavior more
predictable, legible, or interpretable to external observers. Gil et
al. analyze tradeoffs between predictability and task efficiency in
collaborative multi-agent settings, introducing a tunable parameter
that controls behavioral legibility [10]. Although their focus is
cooperative, the tension between predictability and adaptability
extends naturally to adversarial and mixed-motive environments.
Our framework generalizes this idea by allowing predictability to
be either rewarded or penalized depending on strategic context,
rather than assuming legibility is universally beneficial.

Xiong et al. introduce XRL-Bench, a benchmark and taxonomy
for explainable reinforcement learning that emphasizes objective
evaluation metrics such as fidelity, stability, and consistency [25].
Their critique of subjective explainability measures motivates the
use of quantitative surrogate accuracy metrics in our framework.
Similarly, Sieusahai and Guzdial employ interpretable surrogate
models to explain deep Q-networks, evaluating fidelity through
perturbation-based tests [24]. In these works, surrogate models
primarily serve as post hoc analytical tools.

In contrast, we treat surrogate modeling as part of the learning
process itself. Surrogate accuracy is incorporated directly into the
reward function, enabling explicit control over policy modelability
during training.

4.2 Deception and Strategic Obfuscation

Several works study deception as a design objective in learning and
planning systems. Schneider et al. examine deceptive explanations
in human-AI interaction, demonstrating how explanation mecha-
nisms can mislead users even when underlying behavior remains
unchanged [22]. Their results underscore the dual role of inter-
pretability mechanisms as both transparency tools and potential
attack surfaces.

Kim et al. formalize deception in multi-agent settings by defining
optimization problems with tunable deception parameters and eval-
uating opponent misclassification rates [15, 16]. These approaches
often rely on explicit opponent modeling assumptions and struc-
tured deception objectives. Nichols et al. propose Adversarial RRT”,
generating paths that are near-optimal yet difficult for observers
to infer [19]. Birmpas et al. analyze optimal follower strategies in
Stackelberg games under strong observability assumptions [5].

Unlike these approaches, surrogate-augmented methods do not
encode deception as a handcrafted behavioral goal. Instead, de-
ceptive behavior emerges implicitly through pressure to reduce
surrogate predictive accuracy, without requiring strong assump-
tions about opponent reasoning.

4.3 Adversarial Learning and Robustness

Adversarial reinforcement learning commonly studies external at-
tackers that perturb observations, rewards, or environment dynam-
ics. Fujimoto et al. analyze reward-free adversaries that maximize
policy entropy, highlighting how adaptive interference can degrade
performance even without explicit reward manipulation [9]. Such
work emphasizes the vulnerability of static policies to adaptive
opponents.



Our framework differs in two respects. First, surrogate align-
ment internalizes adversarial pressure within the learning objec-
tive, rather than modeling attacks as purely exogenous. Second,
we evaluate trained agents against adaptive opponents that retrain
online during testing, revealing exploitability patterns that are not
apparent under static evaluation.

Related theoretical work on information disclosure further em-
phasizes the tension between performance and observability. Ka-
menica and Gentzkow formalize Bayesian persuasion as strategic
control of information revelation [14]. In multi-agent reinforcement
learning, Albrecht and Stone survey opponent modeling techniques
that exploit behavioral regularities once inferred [1].

4.4 Entropy Regularization, Legibility, and
Multi-Objective RL

Several research lines pursue related goals through different mecha-
nisms. Maximum-entropy reinforcement learning rewards stochas-
ticity directly [11, 21], increasing action-distribution entropy with-
out any explicit observer; SARL differs in that the second objective
is shaped by a learned surrogate of the agent rather than by an
entropy term that is independent of any observer. Legibility re-
search in human-robot interaction trains agents whose actions
reveal their intent to a watching human [7, 10]; this corresponds to
SAT (A > 0) of our framework, but is typically formulated against a
hand-specified model of an observer rather than a learned surrogate.
Auxiliary-task RL adds prediction heads to the policy network [13]
and is the most natural alternative implementation of SARL: instead
of routing surrogate accuracy through the reward, one could attach
an auxiliary classifier and apply a +A-weighted loss to its outputs.
We discuss this trade-off in Section 10.

SARL can also be viewed as a special case of multi-objective
reinforcement learning [8, 12] in which the second objective, surro-
gate accuracy, is endogenously derived from a learned model of the
agent’s own policy rather than supplied by the designer. Closest
to our setting is DEAM [18], a model-free deceptive RL framework
that uses a multi-objective scalarization to penalize observer beliefs
about the agent’s true goal. SARL generalizes this kind of construc-
tion in two respects: it is bidirectional (the same scalar parameter
can encourage either deception or transparency), and it does not
require an enumerated set of candidate goals.

4.5 Positioning of the Present Work

Prior research typically treats predictability as either an objective
to maximize for interpretability and coordination or a liability to
minimize for deception and robustness. These goals are often stud-
ied independently. Our contribution is to unify them within a single
signed objective that spans both enhancement and suppression of
modelability.

Moreover, we evaluate alignment under adaptive retraining
rather than static surrogate analysis. Static fidelity measures can-
not capture how exploitability unfolds when observers continu-
ally update their models. By embedding surrogate modeling into
both training and evaluation, we provide a unified experimental
framework that links interpretability, deception, and adversarial
robustness.

Relative to these prior threads, our contribution is the specific
combination of (i) a single signed scalar that interpolates between
deception- and transparency-aligned objectives, (ii) a surrogate-
mediated rather than goal- or entropy-mediated formulation of that
objective, and (iii) evaluation under an adversary that retrains its
surrogate during testing. We do not claim the underlying ingredi-
ents are novel in isolation.

5 METHODOLOGY

We now instantiate the problem setting from Section 3 in a concrete
adversarial grid world testbed and define our training and evalu-
ation protocols. We evaluate the proposed surrogate-augmented
framework in this domain using deep reinforcement learning. This
section details the environment, agent and surrogate architectures,
reward formulation, adversarial opponents, and experimental pro-
tocol used to assess robustness under adaptive exploitation.

5.1 Adversarial Grid World Environment

Experiments are conducted in a custom Adversarial Grid World
(AGW) environment implemented in Python. The environment
consists of a 10 X 10 grid in which an agent must navigate from
a randomly initialized start position to a randomly placed goal
while avoiding obstacles. At each timestep during an episode, the
adversary may place an obstacle in a single grid cell with probability
Pobs = 0.15, subject to environment constraints. Episodes terminate
upon reaching the goal or after a maximum of 100 steps. Figure 1
illustrates a representative timestep.
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Figure 1: A snapshot of one timestep in the AGW environ-
ment. The blue square is the RL agent trained within our
surrogate-augmented framework. The yellow square denotes
the goal. Red squares are obstacles placed by the adversary.

The observation space is 13-dimensional and includes: (i) normal-
ized distances to the four grid boundaries, (ii) normalized Euclidean
distance components to the goal (Ax, Ay, and total distance), (iii)
normalized episode progress (current step divided by the maxi-
mum number of steps), (iv) local obstacle density, and (v) binary



indicators for blocked movement in each cardinal direction. All
continuous features are scaled to the range [—1,1].

The action space is discrete with four actions: up, down, left,
and right. The agent receives an episode-level performance signal
P € {-1,1}, where P = 1 indicates successful goal attainment and
P = -1 indicates failure.

5.2 Agent Architecture and Learning

Agents are implemented using a Deep Q-Network (DQN) architec-
ture. The Q-network consists of three fully connected layers with
dimensions 13 — 64 — 64 — 4, with ReLU activations between
hidden layers. Training employs standard DQN components, in-
cluding experience replay, a periodically updated target network,
and the Adam optimizer.

During training, agents follow an e-greedy exploration strategy
with e initialized to 1.0 and decayed exponentially over episodes.
During evaluation, agents act greedily with respect to learned Q-
values (¢ = 0).

5.3 Surrogate Models

To model agent behavior, we employ interpretable surrogate models
in the form of decision tree classifiers with a maximum depth of
4, trained using entropy-based splitting. Surrogates are trained
to predict the agent’s selected action given its observation, using
state-action pairs (s, a) collected from agent experience.

We choose a depth-4 decision tree because it represents a capacity-
limited interpretable adversary of the kind that arises in practice
when an external auditor or attacker fits a small, human-readable
model to logged agent behavior [2, 6, 24]. Restricting attention to
this class lets us isolate the effect of surrogate alignment on policies
that are exposed to a fixed, weak observer rather than to an arbitrary
capacity. Appendix B shows that the qualitative non-monotonic
robustness pattern persists across decision-tree depths d € {2, 4, 8},
indicating the finding is not an artifact of the specific depth used
in the main experiments. A broader cross-family study spanning
random forests, logistic regression, and behavioral cloning is the
focus of concurrent work and is outside the scope of this paper.

Surrogate accuracy A € [0, 1] is computed as the fraction of cor-
rectly predicted actions on a held-out validation set. During training,
this accuracy contributes to the unified reward when A # 0. During
evaluation, it serves as a measure of behavioral predictability and a
proxy for exploitability under adaptive adversaries.

5.4 Unified Surrogate-Augmented Reward

Prior work on surrogate-augmented deception in reinforcement
learning introduces an explicit tradeoff between task performance
and the intentional degradation of a learned surrogate model’s pre-
dictive accuracy. We extend this idea to its complementary objec-
tive, surrogate-augmented transparency, and unify both paradigms
under a single signed reward formulation.

Let P € {—1,1} denote an episode-level task performance signal
corresponding to failure and success, respectively, and let A € [0, 1]
denote the predictive accuracy of a surrogate model attempting
to infer the agent’s behavior. We define a scalar surrogate weight-
ing parameter A € [—1, 1], where the magnitude || controls the
strength of surrogate augmentation and the sign of A determines

whether surrogate accuracy is penalized (strategic opacity) or re-
warded (strategic transparency).
The unified episode-level reward is given by:

R=(1-|ADP+A(24-1). @)

This formulation recovers pure task optimization when A = 0,
yielding R = P. At the extrema, A = 1 induces maximal transparency
by maximizing surrogate accuracy, while A = —1 induces maximal
deception by minimizing surrogate accuracy. Since both P and
(2A — 1) lie in [—1, 1], the reward R is bounded within [—1, 1] for
all valid A, ensuring stable learning dynamics.

Equation 2 is used directly in our experiments. The absolute
value introduces a non-differentiability at A = 0, which is irrelevant
when A is fixed before training but matters for any future extension
that meta-optimizes A. A smooth differentiable variant suitable for
that setting is given in Appendix A.

5.5 Properties of the Unified Objective

A few elementary properties of the reward in Equation 2 are worth
noting. Since P € {-1,1} and (2A — 1) € [-1,1], the reward is
bounded in [-1,1] for every A € [-1,1], so the surrogate term
cannot dominate the task term in scale. The coefficient on the task
term is 1 — |A|, so as |A| — 1 the task signal vanishes by construc-
tion; the performance collapses we report at A = +1 in Section 6 are
therefore partly attributable to task-reward starvation, not solely
to changes in policy structure (we return to this point in Section 7).
The objective is symmetric in |A| but not in sign: rewarding sur-
rogate accuracy and penalizing it specify different optimization
targets, and we find empirically (Section 6) that they yield different
robustness profiles under adaptive retraining. Finally, because A is
computed once per episode rather than per step, the reward couples
episode-level behavioral statistics with task outcomes, which dif-
fers from entropy regularization and from per-step prediction-loss
penalties.

5.6 Adaptive Modeling Pressure

Most prior work evaluates deception or interpretability against
static observers. However, in adversarial settings, observers often
retrain predictive models as new data becomes available. We model
this by periodically retraining the surrogate 7 on a sliding window
of recent transitions and using it immediately for intervention.

This dynamic evaluation differs fundamentally from static sur-
rogate analysis:

(1) Surrogate accuracy becomes time-dependent.

(2) Exploitability depends on retraining frequency and data
availability.

(3) Alignment effects induced during training may be attenuated
or amplified by continued adaptation.

Under adaptive retraining, deception is no longer a static prop-
erty of a learned policy but an emergent property of repeated model
updates. A policy that resists modeling at training time may become
predictable once sufficient data accumulates. Conversely, alignment
toward transparency may accelerate surrogate convergence.

Evaluating SARL under adaptive pressure therefore probes not
only policy structure but the stability of modelability under contin-
ual learning by an adversary.



5.7 Adversarial Opponents

5.7.1 Training-Time Adversary. During training, the environment
includes an adversarial component that attempts to impede agent
progress by exploiting predicted agent behavior. At the beginning
of each episode, the adversary uses the current surrogate model to
predict likely agent actions and places obstacles to block anticipated
movement directions, subject to environment constraints. The sur-
rogate model is periodically retrained on accumulated agent experi-
ence, allowing the adversary to adapt gradually over the course of
training. Critically, the adversary has no access to the goal location:
it acts solely on the surrogate’s prediction of the agent’s next action.
This is what motivates the surrogate-mediated obstacle-placement
design, since an adversary with direct visibility of the goal could
trivially obstruct it.

5.7.2  Adaptive Testing Adversary. To assess robustness under real-
istic exploitation, we introduce a continuously adaptive adversary
during evaluation. This opponent is not reset between episodes and
learns exclusively during testing.

The adaptive adversary maintains a buffer of observed state-
action pairs from the evaluation session. Every 10 episodes, it re-
trains its surrogate model on the most recent 500 transitions (or
all available transitions if fewer). At each timestep, the adversary
uses its current surrogate to predict the agent’s next action and
attempts to place an obstacle in the predicted movement direction,
provided the placement is valid. As during training, the adaptive
adversary has no access to the goal location and must rely entirely
on its surrogate model of the agent’s policy.

As evaluation progresses, the adversary’s predictive accuracy
typically increases, producing a progressively more challenging
environment that reveals agent-specific exploitability.

5.8 Experimental Design

5.8.1 Training Protocol. We train seven agents with surrogate
weights A € {-1.0,-0.8,—-0.5,0.0,0.5,0.8, 1.0}, spanning the full

spectrum from surrogate-augmented deception to surrogate-augmented

transparency. These values were selected to sample both extreme
and intermediate alignment strengths while preserving symmetry
around A = 0. Each agent is trained for 750 episodes. All experi-
ments are repeated across five independent random seeds.

During training, we log episode-level performance reward P,
surrogate accuracy A, unified reward R, cumulative reward, pol-
icy entropy, episode length, and goal achievement. Policy entropy
is computed by applying a softmax to Q-values and evaluating
Shannon entropy:

H(rx) =- Z n(a|s)logn(als).

a

5.8.2  Evaluation Protocol. All trained agents are evaluated against
the adaptive testing adversary for 1000 episodes. Agents act greedily
during evaluation, and the adversary updates its surrogate model
according to the retraining schedule described above. Performance
metrics are computed over the full evaluation horizon, with par-
ticular attention to the final 100 episodes to capture steady-state
exploitability.

Table 1: Training performance and surrogate statistics aggre-
gated over five random seeds (final 100 training episodes).
Values reported as mean =+ std.

A Category Goal Rate (%) Surr. Acc. (%)

-1.0 SAD 56.6 = 21.9 41.9+3.2
-0.8 SAD 94.0 £ 1.6 428+ 1.1
-0.5 SAD 97.8+1.6 46.8 + 1.3
0.0  Neutral 98.8 +1.3 46.2+0.9
0.5 SAT 98.2+0.8 45.6 £1.9
0.8 SAT 45.0 + 11.0 455+5.9
1.0 SAT 6.6 3.6 455+7.4
6 RESULTS

We evaluate the surrogate-augmented framework across surrogate
weights A € [—1, 1], spanning strategic opacity (SAD-RL; 1 < 0),
neutral task optimization (4 = 0), and strategic transparency (SAT-
RL; A > 0). Results are reported for both training performance and
post-training evaluation against an adaptive adversary, aggregated
across five independent random seeds per A.

6.1 Training Performance and Surrogate
Behavior

Table 1 summarizes training outcomes for agents trained for 750
episodes under different augmentation weights. Performance is
measured as the goal achievement rate over the final 100 training
episodes, alongside surrogate model accuracy.

As shown in Table 1 and Figure 2, agents trained with moderate
surrogate augmentation magnitudes achieve strong task perfor-
mance regardless of the sign of A. In particular, A € {-0.8,-0.5,0.0,0.5}
yields near-optimal goal rates with low variance across runs. In
contrast, extreme alignment values (A = +1) substantially degrade
training performance, indicating that excessive emphasis on surro-
gate objectives compromises task optimization.

Surrogate accuracy during training remains relatively stable
across most values of A, varying only modestly around 45-47%.
This indicates that surrogate predictability is not strongly expressed
during training, even when explicitly incentivized via positive sur-
rogate weighting. One contributing factor is that exploration noise
and nonstationary Q-values during training can mask alignment ef-
fects in episodic surrogate fit, which become clearer once the policy
stabilizes and the observer continues updating during evaluation.

6.2 Post-Training Evaluation Under Adaptive
Exploitation

To assess robustness under realistic adversarial pressure, we eval-
uate all trained agents against an adaptive adversary that incre-
mentally learns a surrogate model of the agent’s behavior during
testing. Table 2 reports goal achievement rates and surrogate accu-
racy during the final 100 evaluation episodes.

Figure 2 contrasts training and testing goal rates as a function
of A. While training performance peaks near A = 0, post-training
robustness exhibits a clearly non-monotonic relationship with sur-
rogate alignment. Intermediate values of A outperform the neutral



Table 2: Post-training evaluation against an adaptive adver-
sary aggregated over five runs (final 100 evaluation episodes).
Values reported as mean =+ std.

A Category Goal Rate (%) Surr. Acc. (%)

-1.0 SAD 12.6 £ 6.5 77.0 £ 6.7
-0.8 SAD 21.2+49 76.9 £ 11.0
-0.5 SAD 27.8 £8.9 703 +12.4
0.0 Neutral 18.0 £ 6.2 80.6 = 5.7
0.5 SAT 24.2+9.1 72.7 +£10.9
0.8 SAT 9.2+4.6 78.3 +£9.6
1.0 SAT 0.8+1.1 83.9+12.2

baseline under adaptive exploitation, whereas extreme alignment,
particularly A = 1, results in near-complete performance collapse.

Goal Rate vs Surrogate Weight (Aggregated Across Seeds)
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Figure 2: Goal achievement vs. surrogate weight 1 during
training and during post-training evaluation against an adap-
tive adversary, aggregated over five random seeds. Error bars
show 95% confidence intervals. While training goal rates re-
main high for intermediate 4, adaptive evaluation reveals a
non-monotonic robustness curve: intermediate alignment
values outperform both neutral and extreme values, and ex-
treme transparency (1 = 1) collapses under exploitation.

Both mild deception (1 = —0.5) and mild transparency (4 =
0.5) achieve higher average robustness than the neutral baseline.
Although confidence intervals overlap, the trend is consistent across
seeds. This suggests that robustness emerges from intermediate
surrogate alignment rather than from deception or transparency
alone. Appendix B reports a follow-up experiment under a matched
obstacle-probability protocol with a finer nine-point A grid and
three random seeds, in which the same non-monotonic shape recurs
across decision-tree depths d € {2,4, 8}.

Figure 3 shows surrogate accuracy during training and testing.
Training-time surrogate accuracy remains relatively flat across A,
whereas testing-time surrogate accuracy is consistently higher and
increases toward A = 1. This indicates that transparency is often
latent during training but becomes significant once an adversary
actively adapts.

Finally, Figure 4 visualizes the joint tradeoff between goal achieve-
ment and surrogate accuracy. The divergence between training
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Figure 3: Surrogate accuracy vs. surrogate weight 1 during
training and adaptive evaluation, aggregated over five seeds
with 95% confidence intervals. Training-time surrogate ac-
curacy varies only modestly across A, whereas testing-time
surrogate accuracy is consistently higher and increases to-
ward A = 1, indicating that transparency is often latent during
training but becomes pronounced under adaptive modeling
pressure.

and testing highlights the inadequacy of static training metrics
for assessing exploitability, as agents that appear competent or
unpredictable during training may still be highly vulnerable under
adaptive adversarial pressure.

SAD-SAT: Aggregate Results Across Seeds (with 95% CI)

Goal Rate (%) with 95% CI

Lambda (A)

Figure 4: Joint view of robustness and predictability across A.
Training goal rate and training surrogate accuracy (left axis)
are contrasted with post-training goal rate under an adap-
tive adversary and testing surrogate accuracy (right axis),
aggregated over five seeds with 95% confidence intervals. The
divergence between training and testing underscores that
training metrics alone can be misleading indicators of ex-
ploitability.

6.3 Stability Under Progressive Retraining

To better understand adaptive exploitability, we examine how sur-
rogate accuracy evolves over evaluation time. Because the testing
adversary retrains every 10 episodes on recent transitions, its accu-
racy generally rises throughout evaluation.



Robustness degradation does not scale linearly with surrogate
accuracy. In several alignment settings, moderate increases in sur-
rogate accuracy correspond to sharp drops in goal rate, whereas in
others similar increases have limited effect on performance. This
suggests that the agent’s vulnerability depends not only on the
average accuracy of the adversary’s predictions, but on whether
those predictions are correct at decision points where a wrong move
ends the episode (e.g., a single chokepoint near the goal) versus
at decision points whose outcome is largely independent of task
success.

We do not claim a single mechanism explains this pattern: the
interaction between the agent’s state visitation, the adversary’s
training data, and the obstacle-placement geometry would have
to be characterized more carefully than our current experiments
allow. The point we wish to make is the methodological one: a
single surrogate-accuracy number is an incomplete measure of
vulnerability, and any evaluation that reports only a final accuracy
figure risks missing where the agent is actually being exploited.

7 DISCUSSION

These results demonstrate that surrogate augmentation induces a
nonlinear tradeoff between task performance, predictability, and
robustness under adaptive adversaries. Neither pure deception nor
pure transparency yields robust behavior. Instead, intermediate
alignment values produce agents that retain task competence while
avoiding catastrophic exploitability. These trends persist across five
independent training runs per weight value, indicating that the
observed non-monotonic robustness pattern is not an artifact of
initialization or stochasticity.

A central empirical finding is that maximal transparency per-
forms poorly under adaptive exploitation. Agents trained with A = 1
achieve the highest surrogate accuracy during evaluation, indicat-
ing highly predictable behavior. However, these agents experience
near-total collapse in task performance once confronted with an
adaptive adversary. Transparency, when optimized without con-
straint, can therefore render agents maximally exploitable rather
than robust. This does not undermine the value of transparency,
but instead underscores the importance of treating it as a calibrated
design dimension rather than an unconditional objective.

Conversely, moderate surrogate alignment yields predictabil-
ity that is present but bounded. Both mild deception (A = —0.5)
and mild transparency (A = 0.5) outperform the neutral baseline
under adaptive adversaries, despite exhibiting comparable surro-
gate accuracy during training. Robustness therefore does not arise
solely from minimizing predictability, but from regulating how pre-
dictability is structured and exploited over time. Surrogate accuracy
is a necessary but insufficient descriptor of vulnerability: agents
with similar predictive fidelity can differ substantially in robustness
depending on policy structure and action regularity.

Another key observation is the divergence between training-time
and testing-time behavior. Transparency is largely latent during
training, even when explicitly rewarded, but becomes operationally
significant once an adversary actively models the agent. Trans-
parency is thus not an intrinsic property of a learned policy, but
a relational phenomenon that emerges through interaction with

an observer. Training-time surrogate metrics alone are therefore
insufficient indicators of downstream exploitability.

Taken together, these findings position surrogate-augmented de-
ception and surrogate-augmented transparency as complementary
extremes along a shared alignment spectrum. The weighting param-
eter A acts as a continuous control variable governing this spectrum,
revealing settings in which partial transparency enhances robust-
ness rather than undermines it. This challenges the assumption
that transparency and robustness are inherently opposed.

More broadly, in the AGW setting these results suggest that
transparency, while useful for interpretability and coordination,
can induce brittleness in the presence of adaptive opponents, and
that limited strategic opacity may enhance robustness without fully
sacrificing comprehensibility. We are careful not to extrapolate this
beyond a single discrete navigation domain; whether the same cali-
bration heuristic applies in continuous-control or repeated-game
settings is an empirical question we leave for future work.

We also note that the performance collapse at A = +1 should be
interpreted with the reward formulation in mind: the coefficient on
the task term is 1 — |A], so |A| = 1 removes the task signal entirely
by construction. Some fraction of the observed collapse is therefore
a consequence of task-reward starvation rather than of alignment
dynamics, and we read |A| = 1 as a behavioral anchor rather than
as a recommended operating point. Disentangling these two effects
cleanly - for example through curriculum or annealing schedules on
A, or through a reformulation in which the task-reward coefficient
does not vanish at the extremes — is ongoing work that we leave
for a follow-up study.

7.1 Interpreting Alignment Effects

Penalizing surrogate accuracy during training pushes policies to-
ward action choices that the depth-4 decision tree cannot fit well.
In the AGW state representation this manifests as policies whose
action depends on combinations of features that a shallow tree can-
not split on at the available depth, rather than on a single dominant
feature like the sign of Ax. Under adaptive retraining, the observer
eventually accumulates enough data to recover at least some of this
structure, which is consistent with the rise in test-time surrogate
accuracy that we observe across all alignment values.

Rewarding surrogate accuracy has the opposite effect: the policy
is encouraged to rely on action choices that the tree can already fit.
Such policies are easier for the adaptive adversary to learn quickly,
which is consistent with the rapid collapse we observe at A = +1. Ro-
bustness under adaptation therefore depends on alignment strength,
on how quickly the adversary can fit the resulting policy, and on
the interaction between the two over the course of evaluation.

8 CONCLUSION

We introduced SARL, a unified framework for controlling policy
modelability through surrogate-aligned reinforcement learning.
By embedding a signed alignment term directly into the reward
objective, SARL enables continuous regulation between deception
and transparency within a single formulation.

Evaluation under adaptive retraining adversaries demonstrates
that robustness cannot be inferred from static modelability metrics
alone. Instead, exploitability emerges from co-adaptive dynamics



between policy structure and observer retraining. These results
highlight the need to assess interpretability-aware objectives un-
der sustained adversarial modeling rather than relying solely on
training-time measures.

In the AGW setting, SARL provides one concrete way to study
controllable transparency in reinforcement learning, and our results
suggest that intermediate alignment values deserve attention as
a design choice in environments where both predictability and
robustness matter.

9 LIMITATIONS

This study has several limitations that delimit the scope of our con-
clusions. First, all experiments are conducted in a single adversarial
grid world with discrete actions and short horizons. Continuous-
action and longer-horizon settings, as well as multi-agent and
mixed-motive games, are required to assess generality. Companion
work in progress extends SARL to a continuous-action pursuit-
evasion task and to repeated matrix games, but those results are
outside the scope of this paper.

Second, although results are aggregated across multiple seeds
per surrogate alignment value, the empirical evaluation remains
limited in scale. The observed trends are consistent across seeds,
but larger-scale studies would enable tighter confidence bounds and
finer-grained statistical comparisons between nearby alignment
values.

Third, we do not establish a fixed-policy null baseline show-
ing how surrogate accuracy evolves under our retraining protocol
against an arbitrary or random policy. Such a baseline would let
us isolate the A-specific contribution to test-time surrogate accu-
racy from the unavoidable rise driven by accumulating data against
any deterministic target. We flag this as a gap and a worthwhile
follow-up experiment.

Fourth, the adaptive adversary used during testing learns a sur-
rogate model of the agent’s behavior but does not adapt its learning
objective or planning strategy. More sophisticated opponents that
jointly adapt modeling and control policies, reason strategically
about information disclosure, or incorporate deeper recursive rea-
soning may expose additional structure in the alignment spectrum.

Finally, we restrict attention to a fixed surrogate weighting pa-
rameter A and to shallow decision-tree surrogates. Adaptive or
meta-learned alignment strategies are not explored, and although
Appendix B reports a depth ablation, more expressive surrogate
families may alter the observed tradeoffs. How surrogate capacity
interacts with alignment strength remains an open question and is
the focus of separate work.

10 FUTURE WORK

Several research directions follow naturally from this work. Extend-
ing adaptive evaluation to additional domains, including continuous
control, partially observable card games (e.g., Kuhn or Leduc poker),
and repeated matrix games such as rock-paper-scissors [17], would
clarify the scope of alignment effects across task structures. Coop-
erative settings such as Hanabi [4] are a natural test bed for SAT,
where transparency to a partner is desirable. Incorporating more
expressive surrogate families would allow a systematic study of
how adversary capacity influences exploitability.

A second direction concerns the implementation of the SARL
signal itself. Our current formulation routes surrogate accuracy
through the scalar reward, which keeps the framework algorithm-
agnostic but makes credit assignment harder than necessary. An
attractive alternative is to attach an auxiliary head to the policy net-
work that predicts the surrogate’s prediction, with a +1-weighted
loss in the style of UNREAL [13]; this would let the gradient signal
flow directly into the representation and may scale better than
reward shaping in larger domains.

Beyond fixed alignment, future work may investigate adaptive
or role-conditioned scheduling of A, allowing a single agent to
switch between deceptive and transparent modes in response to
whether its current partner is hostile or cooperative. Integrating
SARL with policy-gradient methods and with formal robustness
baselines such as RARL [20] would further clarify how surrogate-
mediated pressure compares to direct adversarial perturbation.
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A SMOOTH REWARD FORMULATION

The reward in Equation 2 is non-differentiable in A at A = 0. To sup-
port future work that meta-optimizes A via gradient-based methods,
we record a smooth variant here. Let

VA2 + 62 —¢
ViteZ—e

where ¢ > 0 is a small smoothing constant. Approximating the sign
of A with a scaled hyperbolic tangent yields:

w(d) = ®)

R=(1 —W(A))P+tanh(l—€0/1) w(h) (24— 1). )

For sufficiently small ¢ (e.g., ¢ < 10_2), this smooth formulation
closely approximates Equation 2 while remaining fully differen-
tiable. We do not use this formulation in the experiments reported
in this paper.

B ROBUSTNESS ACROSS SURROGATE
CAPACITIES

This appendix verifies that the non-monotonic robustness pattern
reported in Section 6 is not an artifact of the specific surrogate depth
used in the main experiments. Figure 5 overlays the post-training
adaptive-evaluation goal rate as a function of A for decision-tree
surrogates of depths 2, 4, and 8, each trained for 1000 episodes and
evaluated under the same adaptive adversary protocol as in the
main results, aggregated over three random seeds.

Robustness across decision-tree surrogate depths
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Figure 5: Adaptive-evaluation goal rate vs. surrogate weight
A for decision-tree surrogates of depths 2, 4, and 8. Shallow
trees correspond to poor predictors, benefitting SAD agents
but stunting SAT ones; the opposite is true of deep trees. The
DT with depth 4 used in this paper captures the behavior of
both trends most effectively.

The non-monotonic shape is preserved across all three depths,
supporting the claim that the central finding is a property of the

SARL alignment mechanism rather than of a single surrogate hy-
perparameter. A broader ablation across non-tree surrogate families
(random forests, logistic regression, behavioral cloning) is the focus
of separate concurrent work.

C ADDITIONAL DIAGNOSTICS

This appendix provides additional diagnostic results and implemen-
tation details that complement the main findings. The materials are
intended to support interpretability and reproducibility rather than
introduce new empirical claims.

C.1 Policy Entropy Across Surrogate Alignment

Table 3 reports representative policy entropy values for a single
training run at each surrogate alignment value A. Policy entropy
is computed by applying a softmax to the agent’s Q-values and
evaluating the Shannon entropy of the resulting action distribution.
Higher entropy corresponds to more diffuse action preferences.

Although these values are drawn from a single run and are
not aggregated across seeds, they provide qualitative insight into
how surrogate alignment influences policy structure. In particular,
extreme transparency (A = 1) is associated with elevated entropy,
suggesting that transparent agents may adopt highly stochastic
policies that remain structurally predictable at the distribution level
yet are vulnerable under adaptive modeling. Intermediate alignment
values exhibit more moderate entropy levels, consistent with the
robustness patterns observed in the main results.

Table 3: Representative policy entropy values for each surro-
gate alignment setting. Values are drawn from a single run
and are included for qualitative diagnostic purposes only.

A Povricy ENTROPY

-1.0 1.23
-0.8 1.22
-0.5 1.18
0.0 1.08
0.5 1.10
0.8 1.35
1.0 1.37

C.2 Reproducibility Notes

All experiments were implemented in Python using standard deep
reinforcement learning components. Hyperparameters, environ-
ment configurations, and random seeds were held constant across
surrogate alignment conditions unless otherwise specified. The
training and evaluation protocols described in Section 5 fully deter-
mine the reported results.
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